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Website Security Checklist

O Is my software up to date?

d Are my passwords secure?

[d Have my passwords been updated in the past six months?
d Do | have automatic backups set up?

d Does my website have an anti-malware program?

[ Do | know the permissions available to each person with access to
my website?

(J Have | limited the permissions based on specific need?

d Does my website have a SSL certificate?

[J Have | set up an address verification system for check out?
O Do | require a CVV for all purchases?

J Have | validated and sanitized by website’s code to reduce XSS
vulnerabilities?

(d Do | use parameterized queries?
1 Do | have stored procedures?
[ Have | set up white list input validation?

1 Do | have a DDoS mitigation service?




